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The Integration of CPS, CPSS, and ITS: A Focus on Data
Wei Guo, Yi Zhang, and Li Li 

Abstract: Cyber-Physical System (CPS) and Cyber-Physical-Social System (CPSS) computing are now challenging
existing research in many realms, including Intelligent Transportation Systems (ITS). In this survey, we highlight
some advances in the coevolution of CPS, CPSS, and ITS, with an emphasis on traffic data. We first explain the
hierarchical architecture of CPS-ITS in terms of five layers: perception, communication, computing, control, and
application. Then, we analyze the characteristics of traffic data in CPS-ITS, and enumerate some new technologies
for data operation and management. Two typical cases of CPS-ITS, vehicular-communication-based traffic control
systems and smart parking systems, are illustrated to describe how CPS is changing our lives and influencing the
development of future ITS.
Key words: intelligent transportation systems; Cyber-Physical System (CPS); Cyber-Physical-Social System
(CPSS); big data

1

Introduction

The term Cyber-Physical Systems (CPS)[1, 2]
refers to the tight integration of computational and
physical resources. The term Cyber-Physical-Social
System (CPSS)[3, 4] adds social resources into this
integration. Transportation systems are among the
most complex cyber-physical systems being designed
by humans. Improving the safety and efficiency of
transportation systems is the common goal of Intelligent
Transportation Systems (ITS) and CPS/CPSS.
Although there is as yet no universal agreement as
to the definition of CPS/CPSS, we believe its kernel is
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the synthesis of data collected through these systems
to extract new knowledge and useful information that
cannot be discovered from cyber systems, physical
systems, or social systems individually[5, 6] .
This purpose is in accord with the data-centric
research of ITS, since ITS aims to collect, interpret,
and apply any transportation-related data to control
the movement of vehicles so that traffic efficiency and
safety can be improved[7] . With the development of
new data-collecting techniques, transportation-related
data has become multisource, multimodal, spatiallydistributed, and massive. How to appropriately address
the ever-increasing connections between physical and
cyber data is thus the object of increasing interest.
In this paper, we give a survey of the advances
in ITS with the integration and application of
CPS/CPSS. We hope that our investigation will deepen
the understandings of both ITS and CPS/CPSS, and
also provide some new ideas for the development
of transportation in the era of big data. In Section
2, we discuss the architecture of CPS-ITS and explain
the role of CPS in ITS. We explain the characteristics
of data in CPS-ITS in Section 3, and discuss several
emerging technologies for ITS data operation and
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management in Section 4. Two typical cases of CPSITS are discussed in Section 5. The inevitability of
CPSS is mentioned in Section 6. Finally, conclusions
are drawn in Section 7.

2

CPS-ITS

CPS has emerged as a promising direction for enriching
person-to-person and person-to-object communication
in the physical world as well as in the virtual world,
and typically involves multiple dimensions of sensing
data, crossing multiple sensor, and communication
networks[8, 9] . With the aid of CPS, the next generation
of ITS aims at constructing intelligence across these
domains to improve safety, efficiency, and energy
conservation in transportation[10] .
The potential benefits of CPS include its seamless
coupling of computing, communication, and control
technologies, which is well-suited to the stringent
requirements of ITS. As Fig. 1 shows, we can
roughly divide the architecture of the new generation
CPS-ITS into five layers: perception, communication,
computing, control, and application. The cyber systems
mainly act in the middle computing layer, to support
distributed sensing, computation, and control over
wired or wireless communication networks. In short,
CPS components link different parts of ITS and serve
the most important functions.
In the following sections, we analyze the application
of CPS in each layer.
Perception Layer: In CPS-ITS, vehicles, roads,
and travelers are no longer simple mechanical devices

Fig. 1

or transportation participants. They will be enhanced
by many sensors, such as on-board units, roadside
units, smartphones, and GPS modules. With the
large number of distributed sensors, high-granularity
data can be collected. For example, on-board units
will detect the location, speed, acceleration, spacing,
and headway of each vehicle[11] . Road-side units
will provide traffic signal timing information, road
geometrical size, and pavement state[12] . Moreover,
smartphones will record travelers’ accurate positions
and their social behaviors[13] . The massive quantities
of distributed sensors in CPS-ITS can collect copious
data to indicate the evolution of traffic flow, variations in
travel behavior, and other useful information for traffic
operations.
Communication Layer: CPS-ITS has stringent
requirements for rapid and reliable dissemination
of traffic-related information. For drivers, the
communication layer can provide valuable traffic
information to support en-route decisions[14, 15] . For
traffic administrators, rapid and reliable communication
can assist them to monitor the evolution of traffic
flow and take appropriate control actions[16, 17] . It
includes DSRC, 3G/4G, V2V, and V2I communication
technologies. These communication technologies
must overcome challenges including wireless radio
transceiver power, mobility, and vehicle density.
Computing Layer: In CPS-ITS, we must decide
how to appropriately process massive, multisource,
multimodal,
and
spatial-temporal
distributed
data. Since the physical system and cyber system within
CPS-ITS have very strong real-time interactions and

The architecture of CPS-ITS.
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feedback, it is important to provide a strong computing
system for data modeling and analysis to meet the
need for timely information processing[18–20] . A cloud
computing platform is an excellent approach, because
it has the advantage of distributed computing, grid
storage, and load equilibrium[21, 22] . The principles
of parallel computation and distributed storage make
the computing layer of CPS-ITS more powerful and
efficient.
Control Layer: CPS-ITS can strengthen ITS
physical system control by providing enriched,
massive, and effective traffic data[23] . Without the
cyber system, the existing ITS physical system
only adopts fixed and simple transportation system
control methods. Traffic signal control is a frequently
mentioned example[24–27] . Without flexible CPS
implementation, it is hard to realize optimal control and
maximization of system operating efficiency. However,
traffic data and the implicit information provided by a
cyber system make things different. The data will help
us design and implement more reasonable and effective
optimization and control algorithms to achieve more
precise control strategies and optimization results[28, 29] .
Application Layer: The ultimate goal of CPSITS is to improve the traveler-oriented service
level of transportation systems. So multifarious
ITS applications will be developed and provided
to the public. Some typical applications, such
as advanced traffic management system[30] , driver
assistance and guidance systems[31] , ETC[32] , smart
parking systems[33] , and crash analysis and prevention
systems[34] , have been successfully implemented in
practice.

3

The Data in CPS-ITS

The data are a vital factor in ITS. CPS provides many
new features to enhance the use of data in ITS. In this
section, we enumerate the new requirements for data in
the next generation ITS.
3.1

Real-time data

CPS-ITS is expected to address numerous challenges
faced by travelers and traffic operators by means
of reliable real-time traffic data[35, 36] . Realtime data is crucial in many transportation
applications, such as blind-spot warnings during
lane changing, and crash avoidance warnings
during car following[37] . Distributed sensors, rapid
communication networks, and the powerful cloud
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computing platforms in CPS-ITS guarantee real-time
collection, transmission, and effective feedback of
massive data.
3.2

Distributed data

The demanding requirements of reliable real-time
data transmission urgently call for cloud computing
technology, which has the advantages of cloud
computing, parallel computing, utility computing,
network storage, and load balancing[38] . CPS-ITS
no longer has the traditional traffic data center to
manage and process data. Based on pervasive sensors,
communication networks, and distributed computing
units in a cloud computing platform, CPS-ITS can
take advantage of parallel and distributed computing to
accomplish its functions[39] .
3.3

Diversity of data

CPS-ITS is equipped with multiple kinds of sensors,
multimodal communication networks, and diverse
distributed computers and controllers. It is inevitable to
generate large quantities of data of varying formats. The
multisource and heterogeneous features of the data
bring a big challenge to CPS-ITS. The cyber part of
CPS-ITS must adopt advanced data fusion technologies
to avoid the adverse effects of diversity of data formats,
and retrieve useful information from these flows, to
serve various functions of ITS.
3.4

Reliability and security of data

Unlike traditional transportation systems, CPSITS is highly dependent on reliable traffic data
transmission, both vehicle-to-vehicle and vehicleto-infrastructure. Unreliable communications would
lead to distortion of collected data and exacerbate
the failure of control actions. CPS-ITS involves large
numbers of users and system components, and massive
private data quantities. Security and privacy of data are
indispensable for CPS-ITS. Thus, CPS-ITS researchers
pay much attention to protecting the physical systems
against cyber-attacks. The implementation of access
control technology, verification tools, and software
security in CPS-ITS enhance data reliability and
security.

4

New Technologies for Data Operation and
Management in CPS-ITS

To fulfill the new requirements of data mentioned
above, several advanced technologies are under
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development for better data operations and management
in the next-generation ITS.
The first is security and management technologies
for big data[40] . Based on the various distributed
traffic sensors, the massive, multi-source, and diverse
traffic data often has different formats and redundant
information. In order to increase data transmission
efficiency, how to rapidly remove redundant data and
unify data formats becomes a key problem[41] . Since
CPS-ITS is composed of many connected and
spatially distributed devices, the cyber or physical
devices usually have different owners, such as traffic
administrators and enterprises[42] . CPS-ITS needs to
guarantee that each participant share traffic information
in accordance with their access permissions. So data
processing techniques for massive data quantities and
reasonable information sharing strategies are important
issues.
The second is spatial-temporal separation
technologies for traffic data transmission. In real
transportation systems, each traffic event occurs
at a separate time and location. Meanwhile,
data transmissions in cyber systems are typically
aggregated in space and time[43] . How to meet the
requirements of timeliness and reliability in massive
data flow transmission becomes a challenge for CPSITS. The application of spatial-temporal separation
technology will realize reasonable allocation of
distributed information flow and guarantee its high
performance[44] .
The third is the deep data fusion technologies applied
to ITS cyber systems and physical systems. CPSITS is a deep integration of CPS and ITS based on
data collection, data transmission, data-driven control,
and optimization actions. With the rapid development
of detection technology, multiple sources of data
(such as cameras, GPS, cellphone tracking, and probe
vehicles) are increasingly used to supplement the
information provided by conventional measurement
systems. Due to the different types of sensors that
are used, and the heterogeneous information that
needs to be combined, deep data techniques are being
developed to suit the applications and data. The data
fusion techniques were derived from a wide range
of disciplines, including artificial intelligence, pattern
recognition, statistical estimation, and others[45] . CPSITS relies on sophisticated data fusion techniques.
The last is the multi-dimensional data-driven control
and optimization technologies. CPS-ITS is a kind of
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comprehensive network system. The final objective
of CPS-ITS is to realize the coordinated control
and optimization of the entire transportation system
and provide more efficient, safe, and sustainable
information services for travelers[46] . The rapid growth
of transportation controllers in CPS-ITS forced us
to adopt network control algorithm to cooperative
optimization strategy to meet the requirements[47] .
In summary, we expect more research efforts will be
applied to these four areas, to build the next generation
ITS.

5

Two Typical Cases of CPS-ITS

In this section, we discuss two typical cases of CPSITS: vehicular-communication-based traffic control
systems and smart-parking systems.
5.1

Vehicular-communication-based traffic control
systems

Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I) communications have attracted more and
more interest in recent intelligent transportation
studies[48–52] . They not only provide valuable
information for drivers to guide their en-route choices,
but also help traffic operators to apply traffic control
actions[39] .
Figure 2 gives a simplified depiction of socalled intelligent Vehicle-Infrastructure Cooperation
Systems (i-VICS). In i-VICS, rich and valuable
vehicle information can be collected by the vehicular
communication equipment so that we can easily track
the movements of all vehicles. This change gives
impetus to the transition of design philosophy for traffic
control systems and introduces more feed-forward
possibilities into controlling strategies[53–56] .
For drivers, vehicle-to-infrastructure communication
allows drivers to know signal timing plans before they
pass through intersections. The traffic control system
will provide speed guidance by calculating and sending
a real-time recommended speed, which guarantees that
drivers will pass through the intersections without a
stop. For traffic control systems, real-time vehicle
arrival information for intersections makes it possible to
optimize traffic signal timing plans to obtain maximum
intersection capacities.
5.2

CPS-based smart parking systems

Because of the rapid increase of vehicle numbers and
land values, parking difficulties are becoming more and
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Fig. 2

A depiction of i-VICS.

more serious in most major cities[36] . This problem
leads to traffic congestion, air pollution, and also driver
frustration. CPS-based smart parking systems were thus
proposed to help drivers effectively reserve or find a
parking space based on information technologies and
wireless communication network. Figure 3 illustrates
a simple demonstration of CPS-based smart parking
system.
These smart parking systems deploy cameras at
the entrance of parking lots, to recognize the license
plate of each vehicle, and observe drivers’ real-time
arrivals and departures. Moreover, the smart parking
lots also deploy ultrasonic or infrared detectors for each

Fig. 3
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parking space to detect whether the spaces are occupied
or not. With these distributed sensors, each vehicle’s
accurate arriving time, departing time, parking time,
and parking positions can be observed. In the cyber-part
of parking systems, a parking lot’s occupancy, usage,
and income can then be estimated accurately. Integrated
data collection, communication, and mining promotes
better use of limited parking resources.
For drivers, smart parking systems provide realtime occupancy and parking fees for different parking
lots. They assist drivers in choosing an appropriate
parking lot and reserving an available parking space on
the way[57] . When a driver enters into a parking lot, the

Depiction of smart parking systems.
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smart parking system will guide him/her to cruise for
a parking space with the optimal cruising path, to save
cruising time. When this driver wants to depart from the
parking lot, the smart parking system will tell the driver
the accurate location of his/her car. The parking fee can
be automatically charged when he/she departs from the
parking lot.
For parking lot operators, a smart parking system
can set up appropriate pricing or sharing strategies to
maximize their profit while improving the quality of
parking service[58, 59] .

6

From CPS-ITS to CPSS-ITS:
Invasion of Social Big Data

The

In the last decade, CPSS computing[60, 61] emerged as an
extension to existing CPS. The marriage between social
big data and intelligent transportation systems is now
attracting more interest.
CPS techniques can only tell us when and how
a vehicle moves to a certain location. However,
why the corresponding driver makes this trip is
unknown. Conventional researchers use travel
survey questionnaires (e.g., Person Trip (PT)
surveys) to collect behavioral data of a number
of travelers[62] . Using mobile sensors, we survey
individual travel behaviors more conveniently.
The latest methods combine social data (include
social media feeds, blogs, records of web search)[63, 64]
and trace data to infer the reason for a trip. Social
data has become ubiquitous in our daily life, since
people usually tend to share their movements, feelings,
and many other issues with their friends, or even
strangers. According to these data, we get a better
chance to understand the traveling purposes and
patterns of a person, and thus predict his/her travel
plans at particular times. This knowledge is very useful,
since it might enable us to evaluate our traffic control
plan under some special conditions before it is put into
practice[65] . For example, we could use these contextaware travel activity data to model and foresee the travel
of residents when some disasters happen[66] so as to test
the performance of transportation systems in a crisis.
On the other hand, up-to-date information published
on the web alleviates travelers’ anxiety and allows them
to alter their routing choices. Sometimes, such traffic
guidance is more important than conventional traffic
signal control systems (e.g., in disasters or crises).
The natural richness, diversity, and big size of social

data sources make it difficult to carry out accurate
modeling of context-aware travel activities. How to
handle such “big data” is no doubt the hottest topic
in information technology research fields. The modifier
“big” represents a moving target, since previously
detailed individual behaviors are not considered in
transportation systems. Unlike classical traffic flow
theory, in which the studied objects and the influencing
factors are well established, we need to conquer the
discursive power of big data before obtaining useful
conclusions. We need to first vastly expand our potential
knowledge of the complex connections between travel
patterns and social reasons, then ultimately narrow
it. For this reason, social knowledge is greatly needed,
in addition to computation skills.

7

Conclusions

The development of the next generation of ITS relies on
the successful coevolution of CPS and ITS. Research
advances in cyber-physical ITS promise to make
our transportation systems respond more quickly
and more precisely, providing large-scale, distributed
coordination to enhance societal well-being. In this
paper, we discussed the foundations and methods of
CPS in ITS. Several representative case studies are also
provided.
However, these discussions only cover a small
portion of the cross-discipline considerations of CPS,
CPSS, and ITS. For example, implementation of ITS
requires informed production of both vehicles and
infrastructures. There exist tight links between the socalled Industry 4.0 (a set of value-chain organization
standards) and ITS. Constrained by article length
limitations, we do not go deeper in this paper. In
summary, CPS and CPSS studies have introduced both
promises and perils into ITS research. When data
deluge arrives, we would have no other choice but to
build the new ark, and ride on it toward the new world.
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